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Leveling E/M services in an EHR can be perilous. We will explore the 

parts of the electronic health record that are off limits, and areas that 

are questionable for compliance when determining the E/M level for an 

encounter. We will apply CMS guidance to ROS, PFSH, and template 

information in the EHR to E/M coding, with case studies from EHRs. 



Disclaimer
The following program is founded upon the principles of coding, 

documentation and regulatory compliance as interpreted by the 

presenter.   Even though the presenter has made every effort to 

produce reliable content, attendees are encouraged to verify the 

information prior to implementing changes within their practice.  The 

presenter has no conflicts of interest to report at this time.



OIG Report - OEI-01-11-00570
Electronic health records (EHRs) replace traditional paper medical records 
with computerized recordkeeping to document and store patient health 
information.  Experts in health information technology caution that EHR 
technology can make it easier to commit fraud.  The Office of the National 
Coordinator for Health Information Technology (ONC), which coordinates the 
adoption, implementation, and exchange of EHRs, contracted with RTI 
International (RTI) to develop recommendations to enhance data protection; 
increase data validity, accuracy, and integrity; and strengthen fraud 
protection in EHR technology.  This study determined how hospitals that 
received EHR Medicare incentive payments, administered by the Centers for 
Medicare & Medicaid Services (CMS), had implemented recommended 
fraud safeguards for EHR technology. 



What the OIG Found
Nearly all hospitals with EHR technology had RTI-recommended audit 

functions in place, but they may not be using them to their full extent. In 

addition, all hospitals employed a variety of RTI-recommended user 

authorization and access controls. Nearly all hospitals were using RTI-

recommended data transfer safeguards. Almost half of hospitals had 

begun implementing RTI-recommended tools to include patient 

involvement in anti-fraud efforts. Finally, only about one quarter of 

hospitals had policies regarding the use of the copy-paste feature in 

EHR technology, which, if used improperly, could pose a fraud 

vulnerability.



Paper to EHR
• Documentation rules have not changed

• E/M leveling tools are just tools

• EHR’s have created new concerns



Noridian - EMR
Noridian Part B MR has noted that some Electronic Medical Record (EMR) 
software programs auto-populate certain aspects of the medical record with 
information that is not patient specific. This issue is more profound in the HPI 
when discussing the context of a certain illness and/or co-morbidity. 
Documentation to support services rendered needs to be patient specific and 
date of service specific. These auto-populated paragraphs provide useful 
information such as the etiology, standards of practice, and general goals of 
a particular diagnosis. However, they are generalizations and do not support 
medically necessary information that correlates to the management of the 
particular patient. Part B MR is seeing the same auto-populated paragraphs 
in the HPI's of different patients. Credit cannot be granted for information 
that is not patient specific and date of service specific.



NGS - HPI
Is it necessary that the HPI only be documented by the performing provider?

Answer: There are two elements of history that can be elicited and documented by someone 
other than the provider: the ROS and the PFSH. A staff member or medical student may 
elicit this information from the patient, but the provider is obliged to review it, amend it if 
necessary, and indicate in writing or electronically that he/she has done so. The provider is 
responsible for eliciting and documenting the HPI, since this requires defined clinical skill. It 
is, however, permissible for, the provider to utilize the services of a Scribe in documenting 
the HPI, as with any other element of an E&M service.

Is it acceptable for ancillary staff to gather HPI information and enter into the EHR 
office note, so that the doctor can come along after to review and edit it, essentially 
making it his own?

Answer: Only the performing provider may elicit and document the HPI, since this requires 
defined clinical skill.



Noridian - HPI
Q33. If someone other than a physician collects the history of present 

illness (HPI), documents it and then the physician reiterates the HPI 

with the patient, can the physician refer to the other person's 

documentation with the notation, "I re-obtained the HPI, reviewed the 

documentation and agree?"

A33. The HPI must be done and individually documented by the 

physician.



Noridian - HPI
Q34. An RN or NP obtained the HPI and documents it. The physician 

then goes over the information with the patient to verify it, can the MD 

say, "I verified the HPI with the patient. Please see RN/NP 

documentation above?"

A34. If that scenario takes place, the information will not be accepted if 

reviewed. The MD must gather and document the HPI themselves. The 

ROS and PFSH can be recorded by other staff and the physician then 

reviews and confirms the information.



CGS - HPI
• The HPI is the “physician work” associated with the medical clinical judgment in 

gathering the appropriate information in relation to a chief complaint. 

• Reviewing information obtained by ancillary employees and writing a declarative 
sentence does not suffice for the history of present illness (HPI) representing 
“physician work”. 

- In some instances an ER triage nurse or office nurse asks a patient some of 
the HPI questions and records this information. This should be treated only 
as preliminary information. 

- The physician must review this preliminary information with the patient and 
further delve into the responses provided by a patient by obtaining additional 
clinical information as a physician or qualified NPP is educated to do and to 
discern how to proceed with the exam and medical decision making



Palmetto GBA - HPI
Ancillary staff may only document:

• Review of systems (ROS) 
• Past, family and social history (PFSH) 
• Vital signs

These three areas must be reviewed by the physician or non-physician practitioner (NPP) 
who must write a statement that it is reviewed and correct or add to it.

Only the physician or NPP that is conducting the E/M service can perform the history of 
present illness (HPI). This is considered physician work and not relegated to ancillary staff. 
The exam and medical decision making are also considered physician work and not 
relegated to ancillary staff. In certain instances, an office or emergency room triage nurse 
may document pertinent information regarding the chief complaint (CC)/HPI, but this 
information should be treated as preliminary information. The physician providing this E/M 
service must consider this information preliminary and needs to document that he or she 
explored the HPI in more detail.



WPS GHA - HPI
Who can perform the History of Present Illness (HPI) portion of the 

patient's history? 

Answer:

The history portion refers to the subjective information obtained by the 

physician or ancillary staff. Although ancillary staff can perform the 

other parts of the history, that staff cannot perform the HPI. Only the 

physician or non-physician practitioner can perform the HPI.

Reviewed on Jun 8, 2016



WPS GHA - HPI
If the nurse takes the HPI, can the physician then state, "HPI as above 

by the nurse" or just "HPI as above in the documentation"?

Answer:

No. The physician billing the service must document the HPI.

Reviewed on Jun 8, 2016



WPS GHA – Double Dipping
Can a physician count a single history item in both the HPI and ROS? 
For example, could we count "shortness of breath" as an associated 
sign and symptom in the HPI and respiratory system in the ROS? 

Answer:

A clearly documented medical record would prevent the need to 
"double-dip" for HPI and ROS, but WPS Medicare, in rare 
circumstances, could accept counting one statement in both areas if 
appropriate.

Reviewed on Jun 8, 2016



Palmetto GBA – Double Dipping
E/M Weekly Tip: Double Dipping

Documentation cannot be used twice under the History Component. 

This is referred to as 'double dipping.' Example: Allergies may be used 

under the ROS (Allergic/Immunologic) or under past history. 

Last Updated: 07/18/2016



Noridian - Cloning
Q30. What does Noridian consider to be a cloned E/M note? If a note is 

very similar from day to day but is accurate to what happened, is this a 

cloned note?

A30. In general, if only the DOS and vital signs are different, then 

Noridian would most likely consider it cloned. We do realize that there 

may not be changes day to day detail the stability of the patient but it is 

important to include the details in the documentation. Medical necessity 

is also important here. To repeat a family and social history on visits 

every week or two would be considered cloning or at least not 

reasonable and necessary.



Noridian – Complete Medical Record
• Physician orders and/or certifications of medical necessity

• Patient questionnaires associated with physician services

• Progress notes of another provider that are referenced in your own note

• Treatment logs

• Related professional consultation reports

• Procedure, lab, x-ray and diagnostic reports

• Billing provider notes for billed date of service



Noridian - Falsified Documentation
Providers are reminded that deliberate falsification of medical records is a felony offense and is viewed 
seriously when encountered. Examples of falsifying records include:

• Creation of new records when records are requested

• Back-dating entries

• Post-dating entries

• Pre-dating entries

• Writing over, or

• Adding to existing documentation (except as described in late entries, addendums and corrections)



Noridian – Amended Records
• Correction of electronic records should follow the same principles of 

tracking both the original entry and the correction with the current 

date, time, reason for the change and initials of person making the 

correction. When a hard copy is generated from an electronic record, 

both records must show the correction. Any corrected record 

submitted must make clear the specific change made, the date of the 

change, and the identity of the person making that entry.



CGS – Amended Records
Medical record keeping within an EHR deserves special considerations; 
however, the principles specified above remain fundamental and necessary 
for document submission to MACs, CERT, Recovery Auditors, and ZPICs.

Records sourced from electronic systems containing amendments, 
corrections or delayed entries must:

• Distinctly identify any amendment, correction or delayed entry, and

• Provide a reliable means to clearly identify the original content, the 
modified content, and the date and authorship of each modification of the 
record.



CGS - Exam
1995 Examination – What does “more detail” mean, when it comes to a 

“detailed” exam?

• “More detail” consists of at least 2 findings for at least 2 “body areas” 

or “organ system's

• Example: Abdomen: soft, non-tender, BSx4, and Respiratory: Lungs 

CTA, No wheezing or rhonchi



Noridian – Electronic Signatures
• Chart 'Accepted By' with provider's name

• 'Electronically signed by' with provider's name

• 'Verified by' with provider's name

• 'Reviewed by' with provider's name

• 'Released by' with provider's name

• 'Signed by' with provider's name

• 'Signed before import by' with provider's name

• 'Signed: John Smith, M.D.' with provider's name

• Digitalized signature: Handwritten and scanned into the computer

• 'This is an electronically verified report by John Smith, M.D.'

• 'Authenticated by John Smith, M.D.'

Note: 'Signed but not read' is not acceptable



Noridian - Order Authentication
As a condition of participation, 42 CFR 428.24(c)(2) This link takes you 

to an external website. states “All orders, including verbal orders, must 

be dated, timed, and authenticated promptly by the ordering 

practitioner or by another practitioner who is responsible for the care of 

the patient only if such a practitioner is acting in accordance with State 

law, including scope-of-practice laws, hospital policies, and medical 

staff bylaws, rules, and regulations.”



NGS - Cloning
Documentation is considered cloned when it is worded exactly like or similar 
to previous entries. It can also occur when the documentation is exactly the 
same from patient to patient. Individualized patient notes for each patient 
encounter are required. . . . 

Whether the documentation was the result of an Electronic Health Record, or 
the use of a pre-printed template, or handwritten documentation, cloned 
documentation will be considered misrepresentation of the medical necessity 
requirement for coverage of services due to the lack of specific individual 
information for each unique patient. Identification of this type of 
documentation will lead to denial of services for lack of medical necessity and 
the recoupment of all overpayments made.



CGS - Cloning
Cloning occurs when medical documentation is exactly the same from 
beneficiary to beneficiary. It would not be expected that every patient had the 
exact same problem, symptoms, and required the exact same treatment. 
This "cloned documentation" does not meet medical necessity requirements 
for coverage of services rendered due to the lack of specific, individual 
information. 

All documentation in the medical record must be specific to the patient and 
her/his situation at the time of the encounter. Cloning of documentation is 
considered a misrepresentation of the medical necessity requirement for 
coverage of services. Identification of this type of documentation will lead to 
denial of services for lack of medical necessity and recoupment of all 
overpayments made.



Palmetto GBA - Cloning
The word 'cloning' refers to documentation that is worded exactly like previous entries. This may also be referred 
to as 'cut and paste', copy and paste, or 'carried forward.' Cloned documentation may be handwritten, but 
generally occurs when using a preprinted template or an Electronic Health Record (EHR).

EHRs replace traditional paper medical records with computerized recordkeeping to document and store patient 
health information. EHRs may include patient demographics, progress notes, medications, medical history, and 
clinical test results from any health care encounter.

While these methods of documenting are acceptable, it would not be expected the same patient had the same 
exact problem, symptoms, and required the exact same treatment or the same patient had the same 
problem/situation on every encounter. Authorship and documentation in an EHR must be authentic.

Cloned documentation does not meet medical necessity requirements for coverage of services. 
Identification of this type of documentation will lead to denial of services for lack of medical necessity and 
recoupment of all overpayments made.

Over-documentation is the practice of inserting false or irrelevant documentation to create the appearance of 
support for billing higher level services. Some EHR technologies auto-populate fields when using templates built 
into the system. Other systems generate extensive documentation on the basis of a single click of a checkbox, 
which if not appropriately edited by the provider may be inaccurate. Such features  produce information 
suggesting the practitioner performed more comprehensive services than were actually rendered. 

Last Updated: 02/28/2017



Palmetto GBA – Cloning
E/M Weekly Tip: Cloning (Chief Complaint (CC), History of Present 

Illness (HPI), Review of Systems (ROS) and Examination)

Always document the Chief Complaint (CC) and History of Present 

Illness (HPI) based on the patient's description on that day. Never copy 

it from a previous visit. Only use the Review of Systems (ROS) and 

examination that is relevant to that day's visit.

Last Updated: 01/09/2017



ZPIC - Overpayment
IV.  Additional Findings

This section explains any investigative actions and findings during 

which the medical review was taking place.  Additionally, this section 

outlines the decision and basis for the extrapolation of the selected 

sample. 

Observation / Trends

Documentation was identical or nearly identical to documentation for 

a different date of service for the same beneficiary.  CCN: XXXXxxxx (3 

dates of service for this claim); CCN: XXXXXXxxxxxx (3 dates of 

service for this review). 



CGS – Signature Update
There are no regulatory timeliness guidelines over and above the IOM 

reference cited above. However, reason would dictate that 10 working 

days should be ample time to finalize a visit note and sign/authenticate 

it. If there is a delay past this reasonable timeframe, an attestation 

should be submitted with appropriate documentation. 

IOM 100-08 Medicare Program Integrity Manual, Chapter 3 Verifying 

Potential Errors and Taking Corrective Actions, section 3.3.2.4 

Signature Requirements

https://www.cms.gov/Regulations-and-Guidance/Guidance/Manuals/Downloads/pim83c03.pdf


Novitas – Electronic Signatures
• “Electronically signed by” with provider’s name

• “Verified by” with provider’s name

• “Reviewed by” with provider’s name

• “Signed by” with provider’s name

• “Signed: John Smith, M.D.” with provider’s name

• This is an electronically verified report by John Smith, M.D.

• Authenticated by John Smith, M.D

• Authorized by: John Smith, M.D

• Confirmed by with provider’s name

• Electronically approved by with provider’s name

• Novitas expects the phrase/signature to be dated. 



Palmetto GBA – Electronic Signatures
Electronic:

• Electronic signatures usually contain date and timestamps and include printed 
statements (e.g., 'electronically signed by' or 'verified/reviewed by') followed by 
the practitioner’s name and preferably a professional designation. Note that the 
responsibility and authorship related to the signature should be clearly defined 
in the record. 

• Digital signatures are an electronic method of a written signature that is 
typically generated by special encrypted software that allows for sole usage

Note: Be aware that electronic and digital signatures are not the same as 'auto-
authentication' or 'auto-signature' systems, some of which do not mandate or permit 
the provider to review an entry before signing. Indications that a document has been 
'Signed but not read' are not acceptable. 



WPS GHA - Disclaimers
WPS GHA Medicare has recently been informed of a new trend in medical 
record documentation - that of using some type of disclaimer. Examples 
include the following: "Due to possible errors in transcription, there may be 
errors in documentation"; "Due to voice recognition software, sound alike and 
misspelled words may be contained in the documentation"; and "I am not 
responsible for errors due to transcription." Providers are responsible for the 
medical record documentation. Disclaimers such as those above do not 
remove that responsibility. The provider should verify the information is 
complete and accurate prior to attaching his/her signature.

More Guidance for Provider Signature Requirements can be found on our 
website.

http://www.wpsmedicare.com/j5macpartb/departments/cert/signature-guidance.shtml


WPS GHA – EMR Documentation
This question pertains to an Electronic Medical Record (EMR.) We have always 
been taught that the progress note "stands alone." When we are auditing physician's 
notes to determine if they are billing the appropriate level of service, what parts of 
the EMR can be used toward their levels without requiring them to reference it? We 
are referring specially to Growth charts, Past, Family, & Social History, Medication 
Listings, Allergies, etc. 

Answer:

If the physician were not referencing previous material in the EMR, then the 
information would not be used in choosing the level of E/M service. The physician 
would document any previous information he/she reviewed for today's encounter.

Originally Published on Jun 8, 2016



WPS GHA – Non-Patient Specific Information

There appears to be a heightened interest among medical providers to 

include non-patient specific information in medical record 

documentation. An example is, "if the patient was a smoker, they were 

advised to stop," or "education was given, if new medications were 

prescribed." Providers need to be cognizant that the medical record 

must demonstrate the existence of a relationship between the patient 

and the provider and that it is difficult and potentially dangerous to 

design a medical treatment plan in which "one size fits all." 

Documentation must support that only medically necessary services 

were actually provided in order for Medicare to consider reimbursement 

for otherwise covered services.



Palmetto GBA - Time
E/M Weekly Tip: Counseling/Coordination Documentation 
Requirements
Documentation must include the following:

• Duration of counseling/coordination of care (the duration may be 
documented as total time or a statement that identifies that more than half 
the time was counseling/coordination of care e.g. greater than 50% was 
spent on counseling/coordination of care) 

• Duration of the visit (may be total time or time in/out) 

• Sufficient documentation to support counseling/coordination of care 

















HPI: Patient is here for an acute visit for hypertension. She has the following cardiac diagnoses:  
1. Hypertension  
2. Shortness of breath chronically  
3. Bradycardia secondary to calcium channel blocker therapy now resolved.  
4. Diastolic Dysfunction Grade II 
5. Intolerance to norvasc which was back pain.  

She has had good blood pressures at Rockwell. She has it checked by one of the nurses there and it has been within normal limits with 
Systolic blood pressures in the 120's to 130's. She states she has been under a lot of stress today. One of her coworkers was found dead and 
she just heard about it earlier today. She said she has been upset over it. She has a sleep study scheduled through Dr.  office on May 15.  

Physical Exam   (No changes noted in this exam, and no notation that no changes from previous exam date is documented)
PHYSICAL EXAMINATION:  
NECK: Supple. Trachea midline. No jugular venous distention noted. Good carotid  upstroke. No bruits. No thyromegaly or lymphadenopathy is 
noted.  
LUNGS: Clear without any rales, rhonchi or wheezes. Good chest expansion bilaterally.  
HEART: Tones are regular without any murmurs, rubs, gallops, lifts or heaves. PMI is  unremarkable. No subclavian or abdominal bruits are 
noted. There are good distal  pulses.  

PLANS: 
1. Hypertension is uncontrolled today. She is under a lot of stress today. She will continue to get her blood pressure checked at work once or 
twice a week. She states that the blood pressure has been under excellent control at work with SBP of 120's to 130's. She is currently on 
coreg, hydralazine, hctz, and lisinopril. Her renal artery ultrasound was negative for stenosis. She has a sleep study that has been ordered by 
Dr. Cearras' office for May 15. She had a normal nuclear stress test 11/2014.  
2. Shortness of breath chronically. This is chronic and controlled. Slightly improved on Advair.  
3. Bradycardia secondary to calcium channel blocker therapy now resolved.  
4. Grade II diastolic dysfunction. No signs of fluid overload.   











HealthIT.gov       

http://dashboard.healthit.gov/index.php

http://dashboard.healthit.gov/index.php




In 2015, 78% of all office-based physicians reported use of a certified EHR, and 46% of all physicians reported participating in a 

delivery system reform program. Of those physicians participating in a delivery reform program in 2015, 90% reported using a 

certified EHR. Of all physicians not participating in a program in 2015, 68% reported using a certified EHR, a statistically significant 

difference. Nearly all Patient-Centered Medical Home participants (94%) reported use of a certified EHR, the highest rate among 

delivery reform participants.

https://dashboard.healthit.gov/quickstats/pages/physician-ehr-adoption-trends.php
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